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• Cyber threats are not new but the 
attack methods have become more 
sophisticated and widespread 
overtime as adoption of technology 
continue to surge. 
 

• Cyber threats do not only affect the 
corporate Information Technology 
(IT) systems. For industry such as 
energy, mining and utilities, there are 
just as significant security threats to 
operational technology. The term 
‘operational technology’ (OT) refers to 
the hardware and software used to 
control industrial processes.  

Cyber threats 

Information 
Technology (IT) 

Operational 
Technology 

(OT) 
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Cybersecurity 
What concerns the senior business and technology 
executives today? 
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In our 2018 Global 
State of Information 
Security® Survey 
(GSISS), leaders of 
organizations that use 
automation or robotics 
indicate their 
awareness of the 
potentially significant 
fallout of cyberattacks.  
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Cyber 
crime and 
viruses 
initiated 

• Malicious code 
• Trojan 
• Advanced worms 

• Identity 
theft 

• Phishing 

• DNS attack 
• Rise of 

Botnets 
• Sql attacks 
• Anti-spam 

sites etc. 

• Social 
engineering 

• DoS 
• Ransomwar

e attack 
• PoS 

compromise 

• Phone 
hijacking 

• Cyber Warfare 
• Android Hack 
• Identity theft 

e.g. QR code 
hacking, fake 
mobile app etc., 

• Cloud security 
• Social Media 

Hijacking 

• RPA & 
Robotics 

• Blockchain/ 
Cyrptocurrency 

• IoT e.g. drones, 
wearable tech 
& other digital 
channels etc. 

• Operational 
Technologies 

Unknown threats 

Robotics & 
automation 

Digital & 
Mobile 3 

The Internet 
& Web 

Infocomm 
Technology 

Source: https://www.digitalmunition.me/2016/06/evolution-world-cyber-crime/ 
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Cyber attacks are getting headline coverage globally & 
locally 
 

8 

Nov 2014 
Sony pictures 
– Personal 
information of 
3k employees 
compromised. 
Cost: $35 mil 

Aug 2015 
Anonymous 
threatens 
cyber attack 
on Malaysian 
Government 
 

Oct 2015 
Malaysia 
arrests 
Kosovo man 
for hacking 
US files for 
IS 

Oct 2015 
Chinese 
newspaper 
Oriental 
Daily News’ 
FB page 
hacked 

Jan 2015 
Malaysia Airlines 
(MAS) official 
website was 
compromised 
 

Apr 2015 
Google 
Malaysia 
website was 
compromised 

Local 

Global 

Nov 2016 
Tesco 
Bank– 
9,000 
customers 
account 
compromise
d totalling to 
£2.5m 

Oct 2016 
Dyn DNS– 
Large scale 
DDoS attacks 
disrupted the 
internet using 
Mirai botnet 
which largely 
made up of 
Internet of 
Things (IoT) 

Dec 2016 
Yahoo – 
biggest data 
breach in 
history, 1bn 
user accounts 
compromised 

May 2017 
Worldwide – As 
many as 200,000 
Windows PCs over 
150 countries are 
infected with 
WannaCrypt 
Ransomware 

June 2016 
Over 2,100 
servers in 
Malaysia are 
compromised 
and the access 
are sold 
underground 
 

Feb 2016 
SWIFT – 
Criminals 
initiate a 
legitimate 
instruction to 
transfer $951 
mil from 
Bangladesh 
Central Bank 

Nov 2016 
Malaysia 
become one 
of the target 
of ATM 
hacker group 
Cobalt 

Oct 2015 
Talk Talk UK – 
21,000 bank 
account numbers 
and sort codes 
were 
compromised. 
 
Vodafone UK - 
Nearly 2000 
customer 
accounts  
information were 
compromised 

Nov 2015 
Hilton & 
Starwoods 
Hotels – 
Customer credit 
card information 
stolen as a result 
of Malware 
deployed into 
POS systems 
 
Vtech Toys – 
Children’s 
identities are 
compromised 

Oct 2017 
Personal data 
of millions of 
Malaysians 
from various 
telco and 
services 
found to be 
up for sale 

July 2017 
Hackers 
launched 
DDoS attacks 
on several 
local online 
brokerages 
 

Sep 2017 
US – Equifax 
publicly 
announce data 
breach that 
occurs between 
mid May – July 
affecting as many 
as 145.5 million 
U.S. consumers 

October 2017 



PwC 

Cybersecurity attacks that made headlines.. 
Operational security issues leading to business disruption 
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Power & Utilities 
 
August 2017 
The Irish power grid was attacked.  
 
July 2017 
Digital assault on U.S. energy companies, 
including a nuclear power plant.  
 
December 2015  
First known successful cyberattack on a 
power grid in. Hackers were able to 
successfully compromise information 
systems of three energy distribution 
companies in Ukraine and temporarily 
disrupt electricity supply to the end 
consumers. 

Telecommunications 
 
May 2017 
Telefonica of Spain had been infected 
with malicious software i.e. 
“ransomware” which locks up computers 
and demands ransoms. The ransomware 
attack also hit telecom companies in 
Portugal, Megafon in Russia 
 
Since 2014 
In 2017, telco infrastructure security flaw 
“SS7” was exploited by hackers to drain 
O2-Telefonica customers' bank accounts, 
intercepting the multi-factor 
authentication 
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PwC Global State of Information Security Survey 
2017 
Average number of security incidents in past 12 months 
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The Global State of Information Security® Survey (GSISS) 2017 is a worldwide study by PwC, CIO 
and CSO. It was conducted online from April 2016 to June 2016.  Readers of CIO and CSO and 
clients of PwC from around the globe were invited via email to participate in the survey. Amongst 
the 10,000+ respondents participated in the survey, ~60 were from Malaysia. 
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What auditors should be doing? 
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“Accountants have a number of skills that 
are relevant in cybersecurity. Among other 
skill-sets and areas of expertise, 
accountants are excellent at inventory, 
which translates into helping business and 
IT team to ensure all systems are properly 
updated and protected. Accountants’ skills 
in audit can also help boost a company 
cybersecurity’s ongoing monitoring.” 
 
- Lisa Traina, Partner at Traina & Associates (Extracted 
from IFAC Global Knowledge Gateway) 
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Public Company Accounting Oversight 
Board (PCAOB) 
 
“There are no required audit procedures 
related to cybersecurity.” 
 
However, auditing standards require us to obtain 
or update our understanding of the entity and its 
environment, and to understand the events, 
conditions, and activities that might reasonably 
be expected to have a significant effect on the 
risks of material misstatement – including cyber 
related events. 
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Changing the cybersecurity focus from technology 
to business/operational risk 
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Leading firms are seeing significant benefits in shifting their focus from Cyber Security 
being seen as a IT problem, managed separately by technology operations, to a more 
business/operational risk focus, enabling them to be more pro-active and effective in 
managing cyber risks. 
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Our recommendations 
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1. Tone at the top – solid cyber risk 
governance and view cyber risk as a 
business issue 

2. You can’t protect what you don’t 
know - know your critical assets and 
cyber organisation boundaries 

3. Gather intelligence - Stay ahead of 
cyber threats 

4. Security as a routine – collect, 
analyse, report, prevent/improve 

5. Plan & respond – Develop playbook, 
play-out threat scenarios, cyber-
insurance 



Thank you 

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should 

not act upon the information contained in this publication without obtaining specific professional advice. No representation or warranty 

(express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted 

by law, PricewaterhouseCoopers Risk Services Sdn Bhd, its members, employees and agents do not accept or assume any liability, 

responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained 

in this publication or for any decision based on it.  
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